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Agenda Item 5

AUDIT AND RISK MANAGEMENT COMMITTEE

Wednesday, 11 December 2013

Minutes of the meeting of the Audit and Risk Management Committee held at
Guildhall on Wednesday, 11 December 2013 at 1.45pm

Present

Members:

Jeremy Mayhew (Chairman)
Alderman Nick Anstee (Deputy Chairman)
Alderman lan Luder

Nigel Challis

Revd Dr Martin Dudley

Oliver Lodge

Jeremy Simons

Jamie Ingham Clark

Hugh Morris (Ex-Officio Member)
Kenneth Ludlam (External Member)
Hilary Daniels (External Member)

In Attendance

Officers:

Susan Attard - Town Clerk's Department
Neil Davies - Town Clerk's Department
Julie Mayer - Town Clerk's Department
Simon Murrells - Town Clerk’s Department
Chris Bilsland - Chamberlain

Caroline Al-Beyerty - Chamberlain's Department

Suzanne Jones
Paul Nagle
Michael Cogher
Sabir Al

Chris Keesing

Nick Bennett
Angus Fish

1.  APOLOGIES

Chamberlain's Department
Chamberlain's Department
Comptroller and City Solicitor
Chamberlain’s Department
Chamberlain’s Department

Moore Stephens
Deloitte

Apologies were received from Robin Eve, Roger Chadwick and Caroline
Mawhood.

The Chairman announced that, following his recent election as Deputy
Chairman of the Finance Committee and with effect from the next meeting on
28 January 2014, he would be standing down as Chairman of the Audit and
Risk Management Committee. The Deputy Chairman announced the same
intention.
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MEMBERS' DECLARATIONS UNDER THE CODE OF CONDUCT IN
RESPECT OF ITEMS ON THE AGENDA

Further to a question being raised under agenda item 20, Jamie Ingham Clark,
Jeremy Simons and Rev Dr Martin Dudley declared interests as members of
the Guildhall Club Committee.

MINUTES OF THE PREVIOUS MEETING

The Deputy Chairman advised that, since the minutes had been circulated in
draft, shortly after the last meeting, he had proposed a couple of amendments.
These had been agreed with the Chairman and were reflected in the minutes
circulated with the agenda.

The public minutes and summary of the Audit and Risk Management
Committee held on 15 October 2013 were approved as a correct record.

OUTSTANDING ACTIONS OF THE COMMITTEE
Members noted that the following items would be discharged on this agenda:

e Publication of City’s Cash
¢ Internal Audit Charter.

The following items would be added/amended:

¢ Risk Management Improvement Plan — a full report would be presented
January.

e Chief Officer Appraisals — once available, the Deputy Town Clerk would
add specific dates.

e Anti-fraud awareness course - officers were looking at the paper version
of the course to test the level of understanding. The course would also
be introduced for new starters, as part of the induction process and
repeats would be scheduled at appropriate intervals.

e Anti-Fraud investigations - it would be helpful to show the value of each
case and to ensure the outcomes of prosecutions received adequate
publicity.

e Cash Handling and Banking Audit — In some cases, actions in response
to recommendations would be better split into two parts. A separate
action plan making this distinction will be brought back to the Committee
and included within the audit recommendation follow-up reporting.
Committee to review overall banking arrangements in one year’s time.

STRATEGIC RISK 3: FINANCIAL STABILITY, AND STRATEGIC RISK 14:
LONGER TERM FINANCIAL UNCERTAINTY

The Committee received a report of the Chamberlain, which explained the
changes to Strategic Risk (SR) 3 — Financial Stability, and SR14 - Longer Term
Financial Uncertainty. The Chairman advised that the Chairmen of Finance
and Policy and Resources Committee had not able to attend today, but felt that
consideration of Strategic Risk reports was more productive when the relevant
Chairmen or a nominated Deputy were present.
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During the debate and discussion, the following points were raised:

The Chancellor's autumn statement was as expected, but there was still
uncertainty about the longer term, particularly after the 2015 General
Election. It was likely that local authorities would receive 5-year
settlements and, whilst this meant less uncertainty, it could also mean
less funding.

The City of London Corporation’s low tax base was a significant risk.
The on-going Service Based Review would extend the targets to City’s
Cash, but members noted that Bridge House Estate funding could only

be used for charitable purposes.

Members agreed that the Committee should continue receiving this
report at the appropriate point in future financial years.

DELOITTE'S ANNUAL AUDIT LETTER ON THE CITY FUND AND PENSION
FUND FINANCIAL STATEMENT

The Committee received Deloitte’s Management Letter and noted that, when
the above accounts were presented in October, there were a few outstanding

items.

The accounts had since been signed off and the Financial Services

Director advised the Committee of two significant amendments:

1.

2.

An immaterial uncorrected error on an accrual for a capital project.

An update to reflect discussions at the last Committee on Crossrail.

During the discussion and debate, the following matters were discussed/noted:

Rental income was not as predictable as pre-recession, but was likely to
increase steadily.

There would always be some minor differences of opinion over revenue
and capital classifications for maintenance/improvements.

All recommendations for VAT compliance would be implemented. The
City was also looking at partial exemption forecasting.

Recruitment to an additional post was taking place, to assist with VAT
compliance.

The Director felt that the audit fees represented very good value for
money, given Deloitte’s constructive and swift work. Deloitte’s were
present and had nothing further to add.

In concluding, the Chairman asked that, should the Committee receive revised
versions of the accounts in the future, they be shown as tracked changes.
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ANTI FRAUD AND INVESTIGATION UPDATE REPORT

The Committee considered a report of the Chamberlain, setting out the
investigation activity since the September Committee. It also detailed the pro-
active anti-fraud work currently being undertaken.

In respect of the previous low response rates to the on-line fraud course, the
Chamberlain was pleased to advise that performance was currently at 90% and
100% in some areas. The previous issues with system compliance had been
resolved and a paper version produced for staff without internet access.

In respect of the poor performing areas, members agreed that the Chamberlain
should write to the relevant Chairmen and Chief Officers, on behalf of the
Chairman of the Audit and Risk Management Committee, giving them 6 weeks
to comply. If performance was still poor at this time, the relevant Chief Officers
would be instructed to attend the next meeting of the Committee on 28 January
2014. In response to questions, the Director of Business Services explained
that officers were looking at the paper version of the course to test the level of
understanding. The course would also be introduced for new starters, as part
of their general induction process and repeats would be scheduled at
appropriate intervals.

In respect of the other items covered in the report, members suggested that it
would be helpful to show the value of each case and to ensure the outcomes of
prosecutions received adequate publicity. Members noted that there had been
a recent rise in the number of cases, following the implementation of pro-active
data sharing with a credit reference agency.

RESOLVED - that:

1. The progress of the Fraud Awareness training and the actions
taken to facilitate delivery of the training, to all staff across the City
Corporation, be noted.

2. The pro-active social housing fraud drive, undertaken in partnership
with a major credit reference agency, be noted.

3. The outcomes of investigations undertaken since the last update
report be noted.

THE CARE QUALITY COMMISSION (CQC) UNANNOUNCED ROUTINE
INSPECTION OF THE ADULT SOCIAL CARE REABLEMENT SERVICE

The Committee received a report of the Director of Community and Children’s
Services and noted the outcome of the recent Inspection of the Adult Social
Care Reablement Service. Members noted that this should have been an
announced inspection but, due to an administrative error, the Community and
Children’s Services Department had not been notified and the Inspection was
therefore unannounced. Despite this, the Inspector’s report had been very
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10.

11.

12.

favourable and members commended the Director and his staff. The Director
advised that publicity was being sought via the Public Relations Office.

INDEPENDENT REVIEW OF RISK MANAGEMENT - DEVELOPMENT AND
IMPLEMENTATION OF ACTION PLAN

The Committee received a report of the Chamberlain, which provided an interim
position in respect of the external review of Risk Management, reported at the
last meeting. The Director advised that the Committee would receive a more
structured report in January, with implementation dates and a clearer sense of
priority.

INTERNAL AUDIT UPDATE REPORT

The Committee received a report of the Chamberlain, which provided an
update on Internal Audit activity since the September Committee. During the
discussion and debate, the following matters were raised/noted:

e The Internal Audit team were nearly at full capacity, given that the
vacany level had been very high at one point. Members noted that
selection criteria included strong contract management skills and were
also pleased to note the recent improvement in performance of the
MITIE contract.

e In order to ensure completion of the audit plan, the 2 current interim
posts would be retained, for a 3 month period, once the new full time
employees had started. Following this, the position would be reviewed

e Members noted that the Internal Audit Team would be subject to a Peer
Review in the first quarter of 2014. The Head of Internal Audit and Risk
Management advised that self-assessment was underway and the self-
assessment would be shared with the Chairman and Deputy Chairman
next month. The outcome from the Peer review would be reported to the
Committee in May.

INTERNAL AUDIT RECOMMENDATIONS FOLLOW-UP REPORT
The Committee considered a report of the Chamberlain, which provided an

update on the implementation of audit recommendations since the last meeting
in September 2013.

Members were pleased to note no outstanding red actions and commended the
team on this significant progress. The Head of Internal Audit and Risk
Management advised that clear expectations were being set at the beginning of
audit reviews and, by the time the reports were being finalised, red actions had
permanently been completed and many of the amber ones.

AUDIT AND RISK MANAGEMENT COMMITTEE'S TERMS OF REFERENCE
The Committee considered a report of the Town Clerk, which set out the
Committee’s Terms of Reference. The Town Clerk had recommended that
Members consider amending 4 (b) to state ‘Head of Internal Audit instead of
‘Chief Internal Auditor’.
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13.

14.

15.

16.

17.

Members suggested the following amendments:

e Reference to ‘non local authority funds’ could be more specific, following
the publication of City’s Cash accounts.

e The restrictions on the Deputy Chairman of the Audit and Risk
Management Committee could be revisited, given that Audit and Risk
Management Committee Members can also be Chairmen of other
Committees. It was suggested that the knowledge and experience these
members might bring to other committees could outweigh any potential
conflict of interest.

e The procedure for the appointment of external members (Agenda ltem
19) could, perhaps, be referred to in the Terms of Reference?

RESOLVED - that, any further changes which arose from now until the
January meeting of the Committee be considered in the usual manner, and
anything which arose after that be approved by the Town Clerk, in
consultation with the Chairman and Deputy Chairman.

COMMITTEE WORK PROGRAMME
The Committee received the workplan and noted the following additions:

e January — City Fund Management Letter (Deloitte)
e March — External Audit Plans (subsequent to the meeting, the plans from
both Deloitte and Moore Stephens were moved to January).

DECISIONS TAKEN UNDER DELEGATED AUTHORITY/URGENCY

The Committee received a report of the Town Clerk recording a delegated
authority to approve the final set of accounts (also referred to in Agenda Item
6). Members noted that, due to the Chairman’s family circumstances at the
time, he had nominated Alderman Luder to sign the delegated authority on his
behalf. Subsequently, the Finance Committee approved the Accounts on 19
November and the Court of Common Council ratified them on 5 December
2013.

QUESTIONS ON MATTERS RELATING TO THE WORK OF THE
COMMITTEE
There were no questions.

ANY OTHER BUSINESS WHICH THE CHAIRMAN CONSIDERS URGENT
There were no items of urgent business

EXCLUSION OF THE PUBLIC

RESOLVED - THAT:

Under Section 100(A) of the Local Government Act 1972, the public be
excluded from the meeting for the following items, on the grounds that they
involve the likely disclosure of exempt information ad defined in Part 1 of
Schedule 12A of the Local Government Act.
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18.

19.

20.

21.

Item No (s) Para No (s)

17-18 3

19 1&2
20 3

21 -

22 1,2 &3

NON-PUBLIC MINUTES OF THE PREVIOUS MEETING
The non-public minutes of the meeting held on 15 October 2013 were

approved.

APPOINTMENT OF EXTERNAL MEMBERS OF THE AUDIT AND RISK
MANAGEMENT COMMITTEE
The Committee considered a report of the Town Clerk.

NON-PUBLIC QUESTIONS ON MATTERS RELATING TO THE WORK OF
THE COMMITTEE

ANY OTHER BUSINESS THAT THE CHAIRMAN CONSIDERS URGENT

AND WHICH THE COMMITTEE AGREE SHOULD BE CONSIDERED
WHILST THE PUBLIC ARE EXCLUDED
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6 obed

AUDIT AND RISK MANAGEMENT COMMITTEE - Outstanding Actions

Item

Action

Officer responsible

Progress updates/target

Risk Management
Improvement Plan

1. Review the language within risk guidance to avoid using
terms with negative connotations.

Suzanne Jones/

Full report to the January Committee

Emerging Strategic Risks
— Agilisys and Oracle
upgrade

2. Action Plan from the Independent Review of Risk Sabir Al
Management
Query raised at Members only meeting Chris Bilsland To update members at the January

Committee

Internal Audit
Recommendations follow-
up report

Deputy Town Clerk agreed that the timely implementation of
Internal Audit recommendations would be included in Chief
Officer appraisals.

1. For Chief Officer appraisals, held in April/May each year,
the Corporate Performance and Development Team will
gather information from Internal Audit relating to the
whole of the financial year being reviewed, and provide
that to the Town Clerk.

2. The Corporate Performance and Development Team
also contact Internal Audit prior to every Chief Officer
Performance Improvement Meeting (with the Deputy
Town Clerk) to gather the most up-to-date information
on un-implemented recommendations, and other
relevant issues. After each meeting, feedback is
provided to Internal Audit.

Susan Attard/Neil Davies

Once available — dates will be
provided. Expected to be May 2014

International Centre for
Financial Regulation

Chamberlain advised Members to await the outcome of the
police report, before taking a view about risk assurance
implications.

Chris Bilsland

Further to the outcome of the police
report, Members will be updated on
risk assurance implications and
advised of the likely timings, which are
currently difficult to predict. Once they
are known, ‘lessons learnt’ in terms of
audit and risk processes, will be
considered.

Update 6 January 2014
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AUDIT AND RISK MANAGEMENT COMMITTEE - Outstanding Actions

Item

Action

Officer responsible

Progress updates/target

Cash Handling and
Banking Audit

abed

In some cases, actions in response to recommendations would
be better split into two parts.

1. Paul Nagle
2. Caroline Al-Beyerty

1. A separate action plan making this
distinction will be brought back to
the Committee and included within
the audit recommendation follow-
up reporting. Committee to review
overall banking arrangements in
one year’s time.

2. Management report on early fraud
indicators will be reported to
members if there are any
outstanding issues.

CAgenda Management

There was a general agreement that the agenda packs for the
Committee were rather lengthy. The Chairman suggested that
cover reports be self-contained and asked the Chamberlain,
Internal Audit and Town Clerk to consider more efficient ways of
presenting information to Members.

All to note/action

On-going

Internal Audit Satisfaction
Review

1. The review had resulted in an action list, which will be
reported to the Committee in January 2014.

2. The exercise to be repeated with a different set of Chief
Officers.

Paul Nagle/Suzanne Jones

1. January 2014

2. Further interviews are planned for
November and December 2013, to
be reported in the January Update
Report.

Internal Audit Peer Review

Self-assessment to be shared with Chairman and Deputy
Chairman in January.

Paul Nagle

Outcome of the Peer Review to be
reported to the Committee in May

Anti-fraud investigations

Show the value of each case and to ensure the outcomes of
prosecutions received adequate publicity.

Chris Keesing

To be reflected in next investigation

Update 6 January 2014




AUDIT AND RISK MANAGEMENT COMMITTEE - Outstanding Actions

Action

Officer responsible

Progress updates/target

report in March 2014 .

1. The Chamberlain to write to the relevant Chairmen and
Chief Officers, on behalf of the Chairman of the Audit and
Risk Management Committee, giving them until the next
Committee meeting to comply. If performance was still
poor at this time, the relevant Chief Officers would be
instructed to attend that meeting on the 28 January 2014.

2. Officers looking at the paper version of the course to test
the level of understanding. Course to be introduced for
new starters, as part of the induction process and repeats
would be scheduled at appropriate intervals.

Paul Nagle

1. Letter sent by Chamberlain to Chief
Officers and Chairman.

2. Process has been discussed with
HR, timescales now being agreed.

Item

Anti-fraud on line training
course

o

jb)
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D
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Update 6 January 2014
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Agenda Item 7

Committee(s): Date(s):

Summit Group 9th December 2013
Audit and Risk Management Committee 28" January 2014
Subject: Public

Strategic Risk 4: Planning Policy

Report of: For information
City Planning Officer

Summary

This report explains the risk assessment for strategic risk SR4: Planning
Policy. There is a need to maintain a suitable planning policy context for
development in the City in order to achieve an appropriate mix of land uses,
commercial buildings, public transport and other infrastructure to enable the
City to continue to operate as an international financial and business centre.

There is a risk that external planning policy factors from national, strategic and
local sources could upset the beneficial planning policy context. The main
mitigating control used to reduce this risk is to have a proactive and well
informed Planning Policy Section that can liaise with other planning authorities
and the development industry, especially during the early stages of policy
formulation, quickly prepare and promote evidence which supports the City’s
business role, and maintain an updated, supportive local development plan.
Such work is supported by officers from the Town Clerk’s Dept,
Remembrancer’s Office, CPAT, EDO and by Member-level liaison as needed.

Mitigating controls have reduced the risk likelihood from gross risk 3 (possible)
to net risk 2 (unlikely). The resultant entry on the Risk Register for Strategic
Risk 4 is a net risk of 2 (unlikely) for likelihood and 3 (moderate) for impact.

The risk has not changed materially since last year due to effective mitigation
measures including:-

¢ Government granted the City in May 2013 a local exemption from the
national changes to the planning rules over change of use from
commercial to housing.

¢ Mayoral support received for the City’s Local Plan and the City’s
Community Infrastructure Levy.

¢ Inappropriately low size thresholds for the potential consideration of
planning applications by the Planning Inspectorate were raised before
the Growth & Infrastructure Act 2013 was finalised.
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Recommendations

Members are recommended to note this report.

Main Report
Background
1. The City Corporation is the local planning authority for the Square Mile

responsible for preparing the local development plan and deciding on planning
applications. The City Corporation’s plans and decisions take full account of the
City’s economic role as an international financial and business centre. However
the City Corporation cannot plan in isolation as it must operate in general
conformity with national planning policies set by the Government and with
strategic policies in the London Plan set by the Mayor of London. It also needs to
work in partnership with neighbouring boroughs and with bodies such as
Transport for London regarding transport provision.

The Nature of the Risk

2.

The City Corporation can play its part in ensuring a beneficial planning policy
context for development in the City but also needs others to appreciate the wider
national, strategic and local benefits of strong economic and employment growth
in the City. There is a need for complementary national, strategic and local
planning policies to enable the City to fulfil its growth potential. Therefore there is
always the risk that the failure to provide and maintain a suitable national or
strategic planning policy context could jeopardise the City’s future growth.

The national planning policy context set by the Government can form a risk to the
City if it does not take account of the City’s needs. The City is a very unusual
local authority area and therefore there is a risk that national planning and
transport policies designed to suit typical local authorities might not suit the City’s
local circumstances. For example, the national emphasis currently being given to
boosting housing delivery is not appropriate to the City where its strategic role as
a sustainable employment centre accessible by excellent public transport is far
more relevant.

The strategic planning context for London is provided by the Mayor of London in
his London Plan. The City’s local planning policies must be in general conformity
with the Mayor’s London Plan. The current London Plan takes full account of the
strategic role of the City and the Mayor has supported the City’s Local Plan and
the City’s draft Community Infrastructure Levy. However there is an on-going
task to ensure that future London Plans and Mayors have a similar appreciation
of the City’s strategic role.
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5. The economic cluster known as ‘the City’ now extends beyond the local authority
boundary and therefore there is an economic and social need for the City
Corporation to work in partnership with its neighbouring boroughs. Such
collaboration spreads the benefits of the City to inner London and reduces the
risk that adjoining local authorities will have conflicting planning policies that
might jeopardise the future of ‘the City’ as an employment hub.

Mitigating Controls

6. Various mitigation controls can be used to reduce the likelihood and impact of a
planning and transport policy context evolving that is unfavourable to the
economic growth of the City. They can also lead to the strengthening of a
favourable existing context.

Liaison during policy preparation

7. Officer and member-level liaison with policy makers, professional bodies, other
planning authorities and the development industry is essential to understanding
and influencing the evolving economic and planning policy context. Liaison
during the early stages of policy formulation is an effective way of ensuring the
City’s strategic role is understood, appreciated and taken into account when
planning and transport policies are being reviewed. Refinements can be made
more easily during the early stages before public positions become crystallised.
If proposals need further refinement then the City Corporation will take the
opportunity provided by public consultation exercises, public inquiries and
parliamentary committees to restate publicly the case for further change. Such
work is supported by a range of officers from the Built Environment Dept, Town
Clerk’s Dept, Remembrancer’s Office, City Surveyor’s City Property Advisory
Team, and the Economic Development Office as needed.

Preparation and promotion of supportive evidence

8. Planning and transport policies need to be based on sound evidence to ensure
they would achieve sustainable outcomes. The City Corporation advances its
case by preparing or commissioning a wide range of economic research which
shows the national, strategic and local benefits resulting from the City’s role as a
leading international financial and business centre. The breadth of the City
Corporation’s background research means that it can provide relevant material at
short notice to make a convincing case just when politicians need it. Such
evidence helps make the case that the City is an unusual place which needs
supportive policies at several levels of government.

Preparation of local development plan for the City

9. The City Corporation needs to convert the favourable planning and transport
policy context provided by national and strategic government into a local
development plan for implementation by the City Corporation as a local planning
authority. The City Corporation adopted its Core Strategy in 2011 and has
updated it in a Local Plan to be agreed by Court on 5th December 2013. The
Local Plan recognises the City’s primary business function, protects employment
space where it is still needed, and provides a spatial framework for sustainable
growth in the City up to 2026.
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Further Action

10.The City Corporation will continue to liaise with politicians and other policy
makers to ensure that the constantly evolving planning and transport policy
context continues to take account of the City’s strategic role as an international
financial and business services centre.

11.A particular concern in recent times has been the Government’s wish to simplify
national planning guidance and procedures in order to boost economic growth
through increased housing delivery. The proposed national relaxation of planning
controls over change of use from commercial uses to housing was considered
inappropriate to a strategic employment centre such as the City.

12.The City Corporation has argued against such a simplified national approach
being applicable in the City. It has had some success in that the finalised
National Planning Policy Framework (2011) allowed for local policy protection of
employment space where there are strong economic reasons for it. It also
worked closely with the Mayor to seek and gain in May 2013 a local exemption
for the City and the rest of Central London from national policy relaxation
measures intended to boost housing delivery at the expense of employment
space. Preparatory work undertaken by officers, in the form of proactive liaison
with relevant parties and the production of position papers and research
evidence, enabled the City and the Mayor to present a strong case for a local
exemption.

13. A further issue addressed during the year was the Government proposal to
change the rules to allow a wider range of ‘nationally significant’ planning
applications to be considered by the Planning Inspectorate and not the local
authority. The size thresholds proposed would have affected many typical
commercial redevelopments in the City leading to a potential loss of local control
over such schemes. The City Corporation’s response, facilitated by the
Remembrancer, led to the indicative size thresholds applicable in London
incorporating special allowance for the scale of commercial development in the
City when the national changes were implemented as part of the Growth and
Infrastructure Act 2013.

14.The policy context continues to evolve and the City Corporation will need to
remain vigilant during a period of further change in national planning policy.
Government proposals to relax controls over change of use from retail to housing
would benefit from further refinement. In addition the forthcoming review of the
London Plan is likely to focus on the balance of commercial and housing uses in
central London in response to the rapidly growing population and resultant
housing pressures.

Conclusion

15. There is a risk that external planning policy factors from national, strategic and
local sources could upset the beneficial local planning policy context which
enables the City to continue growing as a commercial centre. The main
mitigating controls used to reduce this risk are proactive liaison with policy
makers and relevant organisations especially during the early stages of policy
formulation, the preparation and promotion of evidence which supports the City’s
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business role, and the maintenance of an updated, supportive local development
plan. These measures collectively have reduced the net risk to likelihood 2
(unlikely) and impact 3 (moderate). Continued work is needed to monitor and
influence the evolving policy context so that the City Corporation is able to
encourage further sustainable economic growth in the City.

Appendices
e Strategic Risk Register — Risk 4 Planning Policy

Paul Beckett

Policy and Performance Director

T: 0207 332 1970

E: Paul.Beckett@cityoflondon.gov.uk
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Appendix: Risk Supporting Statement SR4: Planning Policy Risk Owner: City Planning Officer

City Corporation not seen to, or unable to, significantly influence general planning policy or transport plan decision Gross Risk
Risk makers in London, leading to lack of capacity of system to service the City. Likelihood | Impact
Links to: Strategic Aim SA1 and Key Policy Priority KPP3 3 3

This risk links closely with SR2, supporting the business city and SR8 reputation risk. A key objective of the City of London's planning function is

to provide a planning strategy that is sympathetic to the needs/wishes of developers, balanced with the requirements of legislation, wider

Detail planning strategy for London and the interests of existing City businesses and residents. Maintaining an environment where large companies
may develop office accommodation suitable to be used as global headquarters and lobbying to improve transport infrastructure is critical to the

City maintaining its status as the leading financial and business centre. A number of different issues may lead to this risk being realised, and as

part of the on-going review of this risk, these specific threats will be identified and assessed.

Issues

Relaxation of national rules relating to change of
use from offices, hotels or retail to residential and
relating to temporary change of use without the

J need for specific planning permission.

Listed building status - further designations could
s restrict the ability to redevelop key areas of the
D city.

Controls

Early engagement with policy makers before formal consultation and as part of the consultation
process. (Policy & Performance Director)

Representation at London Councils' member and officer meetings. (Deputy Chairman Policy &
Resources; Policy & Performance Director)

Responding to new proposals from Ministers or the Mayor and seeking changes or local exemptions
where needed. (Policy & Performance Director)

Publication of research evidence to make the City's case that it is strategically important and locally
distinctive. (Policy & Performance Director)

Revision of City’s development plan policies as needed to mitigate the local effects of national policy
changes.(Policy & Performance Director)

Development management practices which encourage early engagement with developers and other
interested parties so that proposed new buildings are of high quality and sensitive to the City context.
Engagement with English Heritage regarding possible listing proposals and the general approach to
the listing of post-war buildings (Planning Services & Development Director)

post war buildings.

Summary Net Risk

The effect of any one of the above issues as an isolated occurrence is likely to be moderate, although the cumulative effect of Likelihood | Impact
multiple instances relating to one or more of the above would be more significant. The controls in place are robust and ongoing 5 3

as the policy context is constantly evolving. Engagement with English Heritage is relevant regarding the possible listing of further

Control Evaluation

G
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Committee(s): Date(s):

Summit Group 9th December 2013
Audit and Risk Management Committee 28" January 2014
Subject: Public

Strategic Risk 5: Flooding in the City

Report of: For information
Director of the Built Environment

Summary

This report explains the risk assessment for strategic risk SR5: Flooding in the
City. Parts of the City are at risk from river flooding and surface water flooding
which would cause disruption to City activities. There could also be the
potential for reputational damage for the City Corporation arising from poor
preparation or inadequate response. Both sources of flooding would be low
likelihood but higher impact events. There is a need to reduce the risk where
practical and cost effective, and to improve resistance and resilience measures
to reduce its impact.

The risk of River Thames flooding is mitigated by the Thames Barrier and river
walls that currently protect against a 1 in 1,000 year flood surge. The risk of
localised surface water flooding following intense rainstorms in London has a
greater probability. However, major engineering solutions will not be cost-
effective against surface water flood risks in the City. Therefore the mitigating
actions will focus on the use of sustainable drainage systems to slow rainfall
runoff to some extent and a range of physical and behavioural changes to
increase resistance and resilience to its impact.

Mitigating controls have reduced the risk likelihood from gross risk 2 (unlikely)
to net risk 1 (rare). The resultant entry on the Risk Register for Strategic Risk
5 is a net risk of 1 (rare) for likelihood and 3 (moderate) for impact.

The risk has not changed materially since last year due to effective mitigation
measures including:-

e Environment Agency completed its Thames Estuary 2100 Plan that
includes provision to raise the river walls by 2035

e City Corporation commissioned and submitted updated surface water
flood risk maps for inclusion in Environment Agency maps

¢ Appointment of a Flood Resilience officer to investigate and promote
flood resistance and resilience for existing buildings

e Preparation of a draft Local Flood Risk Management Strategy.
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Recommendations

Members are recommended to note this report.

Main Report
Background
1. The City Corporation has a range of statutory duties with regard to flood risk in its

roles as Planning Authority, Lead Local Flood Authority and as a Category 1
Responder under the Civil Contingencies Act. In accordance with the Flood and
Water Management Act 2010 the City Corporation has prepared a Strategic
Flood Risk Assessment 2012 to enable it to understand better the flood risks
facing the City and to inform the Flood Risk Management Plans and the citywide
Flood Risk Management Strategy which the City Corporation is required to
prepare by 2015.

The Nature of the Risk

2. Flood risk in the City has two main sources: - river flooding and surface water

flooding.

River Flooding

3. There is a relatively low risk of river flooding affecting part of the City which is

south of Thames Street near the River Thames (see Appendix 1: River Zone
Flood Map). The City’s position on a hill above the River Thames provides it with
greater natural protection from river flooding compared with some low-lying
neighbouring boroughs. The relatively low risk from River Thames fluvial and
tidal flooding is confined to the low-lying area south of Thames Street, the
Temples and the adjacent streets south of Tudor Street.

River flooding would occur if there were an intense storm combined with a tidal
surge up the Thames Estuary which could not be contained by the existing river
defences including the Thames Barrier and river walls. Environment Agency
modelling suggests this would be a rare event as existing flood defences give
protection against a 1 in 1,000 year flood surge (0.1% annual probability).
Although a relatively small part of the City would be flooded directly by such a
surge there would be wider consequences as much of central London would be
flooded as it is low-lying and the public transport network and other infrastructure
could be badly affected.

Surface Water Flooding

5. Surface water flooding arises when there is an intense storm generating heavy or

prolonged rainfall runoff that cannot be managed by existing drainage systems.
This leads to local surface water runoff being unable to enter the drainage system
or coming up from existing drains and manhole covers. London’s combined
sewer and surface water drainage system can make such flooding particularly
unpleasant.

Page 20




6. London’s drainage system could not cope with a very intense rainstorm over

central and north London with a return period of 1in 100 to 1 in 200 years (1% to
0.5% annual probability). The sewer capacity would not be sufficient to convey
City runoff, the upstream runoff from Camden and Islington to the north and the
runoff from Hammersmith, Kensington and Westminster to the west. Surface
water flooding could occur in some low lying places up to 2 metres in depth
depending on the intensity of the rainstorm. It is also thought that some
shallower surface water flooding could occur with a 1 in 30 year storm (3.3%
annual probability).

The Fleet Valley (including Farringdon Street) and Paul’'s Walk near the River
Thames are vulnerable to surface water flooding in such circumstances because
they are low lying land where rainfall runoff water would gather. The Thames
riverside areas would be vulnerable because surface water gathering there would
become trapped behind the river defence walls (see Appendix 1: Surface Water
Flooding Hotspots).

Parts of the electricity network in the Farringdon area could be vulnerable to
surface water flooding. UK Power Networks is investigating how the network
could be sustained in the event of localised flooding. It is seeking permission to
build extra resilience into the network to protect against localised flooding events
as part of its Business Plan submitted in accordance with the electricity price
control review process.

Mitigating Controls

River Flooding

9.

The main mitigation controls for river flooding are the Thames Barrier and river
wall defences which give good protection against a 1 in 1,000 year flood surge
(0.1% annual probability). However such flood surges will become stronger and
more likely due to climate change and the Environment Agency has estimated in
its Thames Estuary 2100 Plan that flood defences along the riverside may need
to be raised by up to 1 metre during the period 2035-2069 in order to maintain
existing levels of protection.

10. The potential impact of river flooding is being reduced by using planning policies

in the City’s Local Plan to ensure that riverside buildings have been designed
with flood risk in mind and do not place vulnerable uses in the ground and
basement levels which are at risk. Potential impact is also being reduced by
proactive investigation and promotion of flood resistance and resilience measures
by the Flood Resilience officer.

Surface Water Flooding

11. Surface water flood mitigation measures are normally a combination of

engineering works to increase drainage system capacity, sustainable drainage
systems such as ‘green’ roofs or walls to provide extra storage and slow down
rainfall runoff, and policy measures to ensure that existing and new buildings are
built and occupied with the flood risk resistance and resilience in mind.
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12.The City Corporation updated its Strategic Flood Risk Assessment (SFRA) in
2012 to provide a better understanding of local flood risk and impact. Improved
rainwater flows modelling in the updated SFRA led to a reduction in the extent of
the City thought to be vulnerable to surface water flooding. However the City is a
small part of a much wider rainfall catchment area and so solutions need to be
applied strategically in other parts of the Fleet Valley and elsewhere. Hence City
Corporation officers have been active members of the Central London (North)
Flood Risk Partnership as part of a collaborative approach.

13. A feasibility study has examined the cost and benefits of significant engineering
works in the City to increase drainage system storage and flow capacity. That
study concluded that such works would not be cost-effective in the City but
similar measures might be in other parts of the London.

14.Policy commitments in the City’s Local Plan to encourage green roofs and other
sustainable drainage measures in the City should slow storm water runoff slightly
but such measures also need to be applied much more widely across London to
have a significant effect. Camden forms part of the Fleet River catchment area
and Camden is proposing such measures in its Flood Risk Management
Strategy.

15.Some risk will remain and so planning policy and contingency planning measures
are needed to reduce its impact. Planning policies require relevant planning
applications to be accompanied by flood risk assessments, to demonstrate the
site is suitable for the intended use and encourage flood-resistant building
designs. Contingency planning initiatives will ensure that relevant occupiers are
aware of the risk and the need for contingency plans to improve their resilience to
flooding.

Further Action

16.River flood risk is currently minimised by the Thames Barrier and river walls but
this situation will need to be monitored by the Environment Agency so that the
projected effects of climate change are allowed for and the existing level of
protection is maintained in the long term. The Environment Agency’s Thames
Estuary 2100 Plan will form the basis of this long term planning.

17.Surface water flood risk will remain despite measures to improve drainage
capacity and reduce risk. Therefore the focus will in future be on resistance and
resilience measures for those areas, buildings and occupiers that are at risk.
Planning policies will ensure that buildings have been designed with flood risk in
mind and they do not place vulnerable uses in the ground and basement levels
which are at risk. Contingency planning initiatives will continue to ensure that
relevant occupiers are aware of the risk and the need for contingency plans to
improve resilience.

18.The Government is proposing to introduce a new Sustainable Drainage Systems
approval process from April 2014, applicable to certain new developments, to
ensure that they address surface water drainage issues at the design stage. The
City Corporation will implement this national initiative for developments in the City
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but detailed proposals have not yet been published by the Government and so
the practical implications for the City are not yet clear.

19.1n 2013 the City Corporation commissioned and submitted Flood Risk and Flood
Hazard maps to the Environment Agency in accordance with its obligations under
the Flood Risk Regulations 2009. It is using this information and that derived
from the Strategic Flood Risk Assessment 2012 to produce Flood Risk
Management Plans for vulnerable areas by 2015 accompanied by a citywide
Local Flood Risk Management Strategy.

20. Initial work on the City’s Local Flood Risk Management Strategy has generated
the following draft objectives:

To provide up to date information regarding the level of flood risk within the
City taking account of emerging climate change impacts

To reduce the vulnerability and cost to City businesses, residents and
visitors of flood risk

To respond effectively in the event of flooding providing emergency
assistance to those in need

To assist in recovery enabling the City residents and businesses to resume
normal activities promptly

To engage with other flood risk management authorities taking action to
reduce flood risk through partnership working within and beyond the City’s
boundaries

21.1t is expected that the City’s draft Local Flood Risk Management Strategy will be
considered by Members in Spring 2014, to be followed by public consultation and
finalisation later in the year.
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Conclusion

22.The City of London is at relatively low risk of river, groundwater and coastal
flooding due to its location on a hill and the high standard of its river defences.
Parts of the City are at greater risk from surface water flooding if the drainage
system is overloaded by heavy or prolonged rainfall. The City Corporation is fully
aware of the need to address these risks and has taken steps to understand
them better, and to implement policies in collaboration with others in London to
mitigate the risks and reduce their potential impact.

Appendices

e Appendix 1: Strategic Flood Risk Assessment 2012: River Flood Zone
Map & Surface Water Flooding Hotspots Map

e Appendix 2: Extract from Draft Local Flood Risk Management Strategy
2013 in preparation

e Appendix 3: Strategic Risk Register — Risk SR5 Flooding in the City

Paul Beckett

Policy and Performance Director

T: 0207 332 1970

E: Paul.Beckett@cityoflondon.gov.uk

Page 24



Appendix 1: Strategic Flood Risk Assessment 2012 River Flood Zone Map
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Appendix 1: Strategic Flood Risk Assessment 2012 Surface Water Flooding Hotspots
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Appendix 2: Extract from the Draft Local Risk Management Strategy in preparation

City of London Corporation
Draft Local Flood Risk Management Strategy
2014 - 2020

Dec 2013
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Section 1: Introduction

The City is at relatively low risk of flooding with specific areas at risk from river flooding and
surface water/ sewer flooding (Fig 1). However the consequences of flooding in these restricted
parts of the City could be very high in terms of loss of business and reputational damage and
inconvenience to occupants.

/4 City Flood Risk Area

=== Flood Defences
Environment Agency
Flood Zones 2 & 3

Flood data taken from the City of London
Strategic Flood Risk Assessment May 2012

7

//////////////////
~ L =/.,
| e o

Figure 1: Flood Risk in the City of London

The City’'s flood risks must be considered strategically since flood risks are associated with
river catchments which extend well beyond the City’'s boundaries. Changing weather patterns
as a result of climate change will also influence the City's future probability of flooding with more
intense rainfall events creating conditions where flash flooding and overloading of the sewer
network could become more frequent. Sea level rise will increase the risk of flooding from the
tidal Thames in future decades. As a consequence past experience of flooding is not necessarily
an accurate predictor of future flood risk.

The City is protected from River flooding by the Thames Barrier and by local flood
defences along the riverside. The Thames Estuary 2011 Plan (TE2100 plan) identifies the wider
actions which are needed to protect London from future flooding some of which will need to be
implemented within the City. Surface water/ sewer flooding is a risk along Farringdon Street and
the Thames riverside as a result of rainwater catchments as far afield as Hammersmith to the west
and Hampstead to the north of the City. It is impossible to completely eliminate the possibility of
flooding occurring therefore an important element of flood preparedness is the implementation
of measures to provide resistance, preventing flood waters entering properties and flood
resilience enabling rapid recovery in the event of flooding. Emergency planning provides the
assurance that in the event of flooding procedures are in place to respond effectively.

This strategy identifies the approach the City Corporation is taking to the flood risks that affect
the City, the actions that are underway or planned to reduce these risks and the processes by
which this strategy will be kept up to date.
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The Flood and Water Management Act 2010 assigns various responsibilities to Lead Local Flood
Authorities including the requirement to develop, maintain apply and monitor a strategy for local
flood risk management in its area. The City Corporation, as unitary authority for the Square Mile is
the Lead Local Flood Authority for the City.

This strategy covers flood risk affecting the City's geographic areaq; it does not include flood risks
on City owned or managed land beyond the City’'s boundaries.

Section 2: Flood Risk Strategy requirements

The Flood and Water Management Act 2010 specifies LLFA's duties with regard to Flood Risk
Strategies and outlines the elements that must be included in a Flood Risk Strategy. Table 1 shows
these requirements and where each one is covered in the City of London Local Flood Risk
Management Strategy.

Table 1: Flood Risk Strategy Requirements

The Flood and Water Management Act 2010 section 9 (4) | Where it is covered
requires that the strategy must specify: in this strategy

(a) the risk management authorities in the authority's area, | Appendix 2

(b) the flood and coastal erosion risk management Appendix 2
functions that may be exercised by those authorities in
relation to the area,

(c) the objectives for managing local flood risk (including Chapter 4
any objectives included in the authority's flood risk
management plan prepared in accordance with the
Flood Risk Regulations 2009),

(d) the measures proposed to achieve those objectives, Chapter 4 and
Chapter 5
(e) how and when the measures are expected to be Chapter 5

implemented,

(f) the costs and benefits of those measures, and how they | Chapter 5
are to be paid for,

(g) the assessment of local flood risk for the purpose of the | Chapter 3

strategy,
(h) how and when the strategy is to be reviewed, and Chapter 6
(i) how the strategy contributes to the achievement of Chapter 7

wider environmental objectives.
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Appendix 3: Risk Supporting Statement SR5: Flooding in the City Risk Owner: Director of the Built Environment

City Corporation fails to adequately address the impact of a major flood in part of the City in relation to S (R
Risk businesses, roads, transportation, etc. Likelihood Impact
Links to: Strategic Aim SA2 and Key Policy Priority KPP3 2 4

There are three elements to this risk; river flooding, surface water flooding and an inadequate response to flooding. While river flooding is
unlikely, a significant area south of Thames Street would be affected by it, compounded by the fact that flood water would remain trapped
behind the river defences. Surface water/sewer flooding is a more likely scenario, with London's drainage system lacking the capacity to

Detail | accommodate prolonged intense rainfall. Responsibility for the sewer network lies with Thames Water not the City, although the City has

of the City not directly affected.

overall responsibility for co-ordination of flood risk as a Lead Local Flood Authority. Strategic Flood Risk Assessment Review 2012 has
confirmed that surface water flooding would be restricted to relatively few, small areas in the Fleet Valley and the Thames Riverside, with most

Issues
River Flooding rare (1) impact major (4)

Surface water flooding rare (1) impact
moderate (3)

Inadequate response to flooding unlikely (2)
impact moderate (3)

Controls

Main defence provided by Environment Agency through Thames Barrier and river wall defences,
proven reliability over the past 30 years. Latest research shows that the Barrier will remain effective
until at least 2035 and could be adapted to last much longer. (Environment Agency and riparian
owners)

Partnership working with pan-London bodies, surrounding boroughs, Thames Water and Environment
Agency to reduce the risk and resist its effects. Planning controls constrain building design and uses
in higher risk areas. Further modelling work has been undertaken to define vulnerable areas and
investigate mitigation, resistance and resilience measures in those areas. Impact is localised to
specific parts of the City. (Policy & Performance Director)

Contingency plan in place. City Corporation has responsibilities under the Civil Contingencies Act.
Further work planned as part of the City’s Flood Risk Strategy. (Head of Resilience & Community
Safety)

Summary Net Risk G
While it is not possible for the City alone to reduce significantly the risk of flooding, it is possible to minimise the impact of Likelihood Impact
such incidents through planning policy to avoid critical or vulnerable uses in higher risk areas, to increase runoff storage 1 3
capacity through sustainable drainage measures, and through robust contingency planning. The City has responsibilities

under the Flood Risk Regulations 2009 and Flood and Water Management Act 2010, culminating in a flood risk management |  control Evaluation

plan for areas which are at significant risk of flooding, to be in place by June 2015.
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Committee(s): Date(s):
Audit and Risk Management Committee 28" January 2014
Subject: Public

Risk Management Update

Report of: For information
Chamberlain

Summary

This report presents the Audit and Risk Management Committee with an
update on the Strategic Risk Register and the progress to date on the Risk
Management Improvement plan, which now incorporates the
recommendations from the independent review.

The Risk Management Improvement Plan highlights the activities undertaken
to refresh and revise the Risk Management Handbook, which will be renamed
as the Risk Management Strategy. The Risk Management Improvement plan
also provides updates on the implementation of risk register software which will
incorporate the revised processes for capturing and reporting risks. Key
changes noted within the Improvement plan include the revised method for
describing risks, the new risk matrices and the revised structure for escalating
risks. The Risk Management Strategy will incorporate these revisions and a
draft version will be reported to the March Audit and Risk Management
Committee for comment, following which it is intended to present the new Risk
Management Strategy to Committee in May for final approval.

As part of the improvement plan, a workshop was held to refresh the Strategic
Risk Register with the Chief Officers Group on the 4™ December 2013.
Outcomes of this session are being reviewed by the Chief Officer Summit
Group on the 22™ January following which the revised Strategic Risk Register
will be reported to the Audit and Risk Management Committee in March for
approval.

In accordance with the rolling review of risk, two strategic risks are considered
in detail at this Committee. These are SR4: Planning Policy and SR5: Flooding
in the City.

Recommendations

Members are asked to:
e note the updates to the Strategic Risk Register (Para 3)
e note the progress on the Risk Management Improvement Plan
(Para 6);
¢ note the plans to consult the Committee on the new Risk
Management Strategy at the March Committee and seek formal
approval of the new Strategy at the May meeting (Para 7).
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Main Report

Background

1.

The strategic risk register was last reviewed by the Audit and Risk Management
Committee on 17" September 2013, by the Strategic Risk Management Group
on 11" November 2013 and by the Chief Officer Summit Group on 9" December
2013.

Each risk has been reviewed and updated by the responsible risk owner, in
accordance with the established risk management framework. The latest
strategic risk register contains 13 Strategic risks and is appended to this report
for review (Appendix 1).

Current Position

3. Updates to the Strategic risks, since last reported, are summarised below:

4.

5.

3.1. SR3 (Financial Stability): The financial settlement for 2015/16 is worse than
originally anticipated and we estimate the impact will make a further dent of
£2.7m p.a in our 2015/16 forecast, increasing the deficit forecast for that
year to £5.6m. We have currently identified some efficiency savings to meet
this gap, but this leaves a potential gap of between £1.1m-£3.6m for a
balanced budget on the City Fund in 2015/16. However, as this deficit is
covered by reserves, the Net risk assessment remains at Amber. When
savings have been identified and have been removed from budgets in the
Autumn of 2014, the risk will drop to Green.

3.2. SR8 (Reputation): Reputational risk on Safeguarding is now being
monitored in Public Relations. The risk remains at Amber.

3.3. SR9 (Health and Safety): A new health and safety management system for
buildings is being trialled within City Surveyors to help identify where health
and safety risk exists within City of London property assets. The annual
certificates of assurance are due on 31st January and the Corporate Safety
Team will be carrying out their own audits on departments following the
submission. As a result the Control Evaluation and the Risk remains Amber.

3.4. SR14 (Longer term Financial Uncertainty): The position for non-protected
services from 2016/17 looks to be difficult, with potentially £13m p.a.
savings to be found in City Fund- which will need to addressed through
savings from the service based reviews. This risk will remain red until
savings options have been identified.

To illustrate the current risk profile, the strategic risks have been plotted on the
City’s risk matrix, in accordance with the net scores from the impact and
likelihood assessments (Appendix 1).

The risk management framework continues to help in identifying strategic risks, in
accordance with the definition established in the Risk Management Handbook:
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Strategic risks are those that are identified as having an impact on the
achievement of the City Corporation’s Strategic Aims or Key Policy Priorities.

One or more of the following four criteria must apply:

The risk relates directly to one or more of the Strategic Aims or Key Policy
Priorities.

A departmental risk that has significant impact on multiple operations if
realised.

The risk has been identified as present for a number of departments.
There are concerns over the adequacy of departmental arrangements for
managing a specific risk.

Risk Management Improvement Plan

6. The Risk Management Improvement plan has been updated to incorporate the
recommendations from the Independent Review (Appendix 2). Actions with the
improvement plan are grouped within the following themes:

Review of risk management governance structures: to reduce overlaps of
responsibilities and ensure a transparent escalation process;

Creating a dynamic risk reporting framework: Ensuring high priority risks
get maximum exposure;

Improving the content of the risk registers: to provide consistent, clear
and relevant information;

Introduce a risk management software: to provide a quick and efficient
method to recording and reporting risks

Formalise revised framework and processes: to establish and formalise
the revised risk management approach;

Improve staff skill set and build awareness of risk management;

Review new framework: to determine how risk mature the organisation;
and

Additional Independent review recommendations: which capture the
remaining recommendations from the Independent Review.

7. Key updates have been noted below.

7.1.

Risk Management Strategy

7.1.1 The Risk Management Handbook will be renamed as the Risk

Management Strategy, falling in line with the terminology used more
commonly in many other organisations as well as the Cabinet Office’s
Management of Risk principles. This also complies with the terminology
used within the Terms of Reference for the Audit and Risk Management
Committee.
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7.1.2

7.1.3

7.1.4

The Risk Management Strategy takes in to account the recommendations
from the Independent Review and contains revised processes and
reporting lines, including the responsibilities of the Strategic Risk
Management Group which will now be subsumed within the Chief Officers
Summit Group. There will continue to be an officer level risk management
group which will now focus on the operational areas of embedding risk
management.

Other key changes within the Risk Management Strategy include the
revised format for describing risks, in the form of Cause, Risk and Effect,
and the new 4x4 matrices for scoring and prioritising risks.

A draft version of the Risk Management Strategy will be provided to the
Audit and Risk management Committee in March for comment. The final
version will be presented to the Committee in May for final approval.

7.2. Strateqgic Risk Review

7.2.1

7.2.2

7.2.3

A workshop to refresh the Strategic Risk Register took place on 4"
December 2013 with the Chief Officers Group.

The workshop entailed Chief Officers to discuss and identify key risks
which may affect the achievement of the Corporation’s Strategic Aims.

Outcomes of this session are under review and scheduled to be reported
to the Audit and Risk Management Committee in March, at which point a
list of recommendations for the Strategic Risk Register will need approval.
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Cyclical Review of Strategic Risks

8. A structured approach to reviewing the City’s strategic risks has been adopted, in
order to promote full coverage and review. The schedule of reviews for the Audit
and Risk Management Committee is shown below:

Forthcoming reviews Date Committee Responsible

SR4  Planning Policy 28™ Jan 2014 | Planning & Transportation

SR5  Flooding in the City 28" Jan 2014 | Port Health

SR17 Safeguarding 4™ Mar 2014 | Community & Children's
Services

SR11 Pond Embankment Failure 4™ Mar 2014 | Hampstead Heath

SR16 Data Protection Risk 13" May 2014 | Establishment

Previous reviews:

Date

Committee Chairman

SR3  Financial Stability
SR14 Longer term Financial Viability
SR8  Reputation Risk
SR10 Adverse Political Developments
SR1  Response to a Terrorist Attack
SR13 Public Order and Protest
SR9  Health and Safety Risk
SR11 Pond Embankment Failure
SR16 Data Protection Risk
SR2  Supporting the Business City
SR6  Project Risk

Conclusion

11" Dec 2013
11" Dec 2013
15" Oct 2013
15" Oct 2013
17" Sep 2013
17" Sep 2013
25" Jun 2013
25" Jun 2013
25" Jun 2013
5" Mar 2013

5" Mar 2013

Finance

Finance

Policy & Resources
Policy & Resources
Policy & Resources
Policy & Resources
Establishment
Hampstead Heath
Policy & Resources
Policy & Resources
Project Sub-Committee

9. The Strategic Risk Register continues to be reviewed actively and updated by
risk owners, in line with the requirements stipulated by the Risk Management
Handbook. Work is continuing to enhance further the effectiveness of managing
and reporting risks throughout the organisation.

Appendices
Appendix 1 — Strategic Risk Register

Appendix 2 - Risk Management Improvement Plan

Sabir Ali

Risk and Assurance Manager

T: 0207 332 1297

E: Sabir.Ali@cityoflondon.gov.uk
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Risk management — Improvement Plan 2013/15

IRR = Independent Review Recommendations (Full list on page 10)

Objectives

Tasks

Approving body

Status / Comments

1. Review risk
management
governance

structures

1.1 Review of risk
reporting groups
(Separation of
strategic decision
makers from
operational decision

makers)

(IRR: 31 and 32)

Summit Group

Status: Approved

Comment: Chief Officer Summit
Group will take over the responsibility
of the Strategic Risk Management
Core Group, focussing on Corporate
risk items for the Corporation, such as
deep dive reviews, and High Level
risks escalated from Departments.

The Strategic Risk Management
Wider Group will be renamed as the
Risk Management Group and will
focus on Operational risk items for the
corporation, such as training,
departmental risk reviews,

promulgation of best practice.

1.2 Create a clearly
defined route of

escalation

Summit Group

Status: Awaiting approval

Comment: Draft timetable to be
reported at the January Summit
Group meeting.

Committee risk reports will be
reviewed by the Summit Group prior
to the audit and Risk Management
Committee Submission.

Risks will be escalated based on
priority, determined by the risk score.
This is illustrated within the draft risk
strategy.

1.3 Align reporting

requirements subject

Summit Group

Status: Awaiting approval

Comment: To be reported at the
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Risk management — Improvement Plan 2013/15

Objectives

Tasks

Approving body

Status / Comments

to department /

section resources

(IRR: 7 and 22)

January’s Summit group, as per point
1.2. Departmental risk updates will be
requested each quarter and specific
risks will be escalated based on
priority and/or departmental

recommendation.

2. Create a dynamic
risk reporting

framework

2.1 Improve risk scoring
guidance

(IRR: 5)

Summit Group

Status: Being reviewed and
scheduled for the March Summit
Group Meeting Following approval,
this will be reported to the Audit and

Risk Management Committee in May.

Comment: Risk Scoring guidance has
been reviewed in collaboration with
the City of London Police’s Force risk
Manager. Draft document outlining
criteria currently being finalised for

Summit Group submission.

2.2 Create a logical and
mathematical risk

matrix

(future proofing for risk
systems and any
mathematical

modelling)

(IRR: 10 and 21)

Summit Group

Status: Approved

Comment: A 4x4 matrix has been
agreed and will be introduced
alongside the risk management
information system post April 2014.

2.3 Use the scoring
mechanism to decide
escalation criteria for
team, divisional,

departmental and

Summit Group

Status: Awaiting approval

Comment: To be reported at the
January Summit Group. The risk
register software will assist in avoiding

overlaps between Departmental risks
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Risk management — Improvement Plan 2013/15

Objectives

Tasks

Approving body

Status / Comments

corporate risks.

(IRR: 6, 25 and 29)

and Corporate risks.

Scoring criteria and escalation of risks
has been illustrated within the draft
risk management strategy

2.4 Determine the Summit Group | Status: To be considered following
organisations risk adoption of the revised Risk
appetite Management Handbook (now Risk
Management Strategy), scheduled for
(IRR: 8 19 and 20) August 2014
Comment: Independent review
recommendation to be considered by
the Chief Officers as to practical
definition of risk appetite parameters
in some areas.
3 Improve the 3.1 Develop Risk Status: Complete, waiting to be
content of the risk categorisation list for management deployed
registers risks Group
Comment: Risk categorisation list
(IRR: 9) created and will be introduced within

the risk register software

3.2 Introduce control

owner

Audit and Risk
Management

committee

Status: Approved

Comment: Risk Supporting
statements for Strategic Risks now
contain control owners. To be
consistently deployed across all risk
registers with roll-out of new risk
management software from April
2014.

3.3 Articulate risks in a

consistent form

Summit Group

Status: Approved
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Risk management — Improvement Plan 2013/15

Objectives

Tasks

Approving body

Status / Comments

(Cause, Risk, Effect)

Comment: Summit Group approved
the revised structure to articulate risks.
This has been noted within the draft
risk management strategy and will be
introduced with the launch of the new
risk management software

3.4 Change focus from
Gross risk scores to

Target risk scores

Audit and Risk
Management

Committee

Status: Scheduled for review in March
2014 following selection of the new

risk management software.

Comment: Discussion to change
focus from Gross risk score to Target
Risk score has taken place with the
risk management group. Further
review will take place following
implementation of the risk register

software.

3.5 Redesign risk register

Audit and Risk

Status: Scheduled for review in May

(IRR:16) Management 2014 following launch of the new risk
committee management software.
Comment: New system will provide an
easier method to create and report
risks.
4.1 |dentify and review
4 Introduce arisk . Risk and Status: Complete
risk systems
management Assurance _ _
software (IRR: 28) Manager Comment: Selection of risk systems
identified, working closely with our IS
department.
4.2 Demo risk systems
Risk Status: Being scheduled for end of
management January 2014.
Group

Comment: Demo’s will be provided to
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Risk management — Improvement Plan 2013/15

Objectives

Tasks Approving body

Status / Comments

the Risk management group who will
help decide on the best product to

use.

4.3 Phased introduction
Risk

management

Group

Status: Awaiting software selection.

Comment: Plan is for a phased
introduction over 3 months to begin in
April 2014.

5 Formalise revised

5.1 Develop the risk
management policy. Audit and Risk

Status: Draft to be reviewed by the

framework and Management Summit Group in January, prior to
processes Committee Audit and Risk Management
Committee submission in March.
Comment: Included within the draft
risk management strategy
5.2 Develop the risk
management Audit and Risk | Status: Draft document to be
Strategy. Management reviewed by the Audit and Risk
(IRR: 2, and 3) Committee Management committee in March.
Final version to be agreed in May.
Comment: Draft document scheduled
for the January Summit Group
meeting for review.
6.1 Revise intranet and
6 Improve staff skill . . Risk Status: Full review in June 2014
internet with relevant
set and build . Management following implementation of new
risk management
awareness of risk . . Group framework and processes (point 5).
information
management 6.2 Create a suite of ‘
training tools for staff Risk Status: Scheduled to complete by
management September 2014.
to access
Group

(IRR: 1, 17, 23 and 24)

Comment: Range of training tools to
include a risk management toolkit, e-

learning module, a small risk guide
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Risk management — Improvement Plan 2013/15

Objectives Tasks Approving body | Status / Comments
6.3 Develop
_— Risk Status: Scheduled for completion in
communication plan to
: - management Jun 2014.
outline activities to
Group

raise awareness

(IRR: 35)

Comment: The communication plan
will include workshops to
review/refresh the departmental risk
registers and a forward programme of
training sessions for risk
management, such as training on the
new risk management software. The
plan will also contain a forward
programme of Risk Talks,
Newsletters, Briefings, posters and

more.

7 Review new

7.1 Undertake a Maturity

Audit and Risk

Status: Scheduled to begin by

framework Assessment Management September 2014.
Committee
(IRR: 4 and 30) Comment: assessment to be
undertaken to review our position and
compare against the Independent
review findings of October 2013.

8 Additional 8.1 Senior managers Summit Group | Status: Recommendation to be
Independent should ensure that reviewed further with Corporate
Review innovative and Project Management team.
Recommendations considered risk taking

is fostered within key

projects.

(IRR: 18)

8.2 Audit & Risk Summit Group | Status: Practical implementation of
Management recommendation to be considered

Committee could be

briefed on top

following implementation and roll-out
of the Risk Register Software.
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Risk management — Improvement Plan 2013/15

Objectives

Tasks

Approving body

Status / Comments

departmental risks
alongside the
Strategic Risk
Register at periodic

intervals.

(IRR: 26)

8.3 Undertake more
consistent and robust
approach to horizon

scanning.

(IRR: 27)

Summit Group

Status: To be considered following
adoption of new risk management

strategy in May 2014.

8.4 Vital that all changes
to service delivery are
considered in the
context of risk

appetite.

(IRR: 33)

Summit Group

Status: Practical implementation of
recommendation to be considered
following adoption of new risk

management strategy in May 2014.

8.5 Exercise could be
undertaken to identify
those risks with the
potential for

reputational impact.

(IRR: 34)

Summit Group

Status: Practical implementation of
recommendation to be considered
following adoption of new risk
management strategy in May 2014.

8.6 Refresh Strategic risk

register

(IRR: 11,12, 13, 14, 15
and 35)

Audit and Risk
Management

Committee

Status: Recommendations for the
Strategic risk register to be reported at
the March Audit and Risk

Management Committee

Comment: Outcomes of the Risk
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Risk management — Improvement Plan 2013/15

Objectives

Tasks

Approving body

Status / Comments

Workshop under review and will be
reported to the Summit Group in
January prior to reporting to the Audit
and Risk Management Committee.

8.7 Undertake refresh of
departmental risk
registers.

(IRR: 35)

Audit and Risk
Management

Committee and
Summit Group

Status: Departmental risks will be
reviewed post implementation of risk

register software.

8.8 Key policies and

strategies should

Summit Group

Status: Practical implementation of

recommendation to be considered

risk management part
of overall performance
and competency

reviews.

(IRR: 38)

contain risk following adoption of new risk
management management strategy in May 2014.
consideration.

(IRR: 36)

8.9 Include risk Summit Group Status: Practical implementation of
management as a recommendation to be considered
standing agenda items following adoption of new risk
on relevant committee management strategy in May 2014.
and management
meetings.

(IRR: 37)

8.10 Consider making | Summit Group | Status: Practical implementation of

recommendation to be considered
following adoption of new risk

management strategy in May 2014.

8.11 Undertake

Summit Group

Status: Practical implementation of
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Risk management — Improvement Plan 2013/15

Objectives

Tasks

Approving body

Status / Comments

assurance mapping

exercise to review

recommendation to be considered

following adoption of new risk

review of partnership

and supply chain risks.

(IRR: 40)

controls. management strategy in May 2014.
(IRR: 39) Comment: Pilot Assurance Mapping
exercise underway with City of
London Police, further roll-out planned
for main departments in 2014/15.
Summit Group
8.12 Undertake a Status: Practical implementation of

recommendation to be considered
following adoption of new risk

management strategy in May 2014.

Page 47




Independent Review Recommendations

IP = Improvement Plan

Areas Recommendations

Risk Management | 1 Introduce aide-memoire or fact sheet for practitioners to
Handbook complement Handbook.

6.2

2 Add further detail to responsibilities e.g. how the Court of
Common Council assumes “overall accountability for risk

management.”

5.2

3 Further define terms e.g. business, strategic and

operational risk.

5.2

4 Clarify risk maturity model including assessment

techniques/measurement criteria.

71

5 Review risk scoring matrix impact indicators to ensure

that there are no gaps / overlaps

2.1

6 Identify more two-way processes to encourage open risk

communication and identification of departmental issues.

23

Risk Improvement | 7 Identifies need to “set different reporting guidelines for
Plan departments taking into account their current
arrangements and resources available” - clarify how this
aligns with desire for consistency of approach across

departments.

1.3

8 Identifies need to “determine the risk appetite” - need to

set some achievable parameters.

24

9 Refers to putting risks into groups of strategic, operational
and corporate risks — distinction between the groups
needs to be clarified to avoid overlap.

3.1

10 Refers to a desire to promote and report opportunity risks
- definite appetite for opportunity risk management but
other processes need to be embedded as a priority.

22

Strategic Risk 11 SR 1 Failure to respond to a terrorist attack, SR5 Flooding
Register in the city and SR13 Public Order and Protest focus on
ability to respond to a major incident and the controls
involve having a robust Business Continuity Plan and
Emergency Plan. Consider bringing these risks together
into a single risk ‘Ability to respond effectively to a major

incident or catastrophe’.

8.6

12 SR 16 Breach of Data Protection Act. Consider revisiting

8.6
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Independent Review Recommendations

the causes and consequences to include human
behaviour, social media and cyber risk etc. and in doing
so widen heading to ‘Managing Information Governance’

13

Supply Chain Failure. Increasingly complex procurement
and supply chain arrangements.

8.6

14

Safeguarding. May be relevant in terms of delivery of

statutory social care services.

8.6

15

Business Transformation / Workforce Planning. Resource
constraints leading to changes in internal structures and

the way that services are delivered.

8.6

16

SR 8 Negative publicity and damage to the City
Corporation’s reputation — consider adding further detail

around causes or the consequences.

3.3
and
3.5

Departmental Risk
Registers

17

Need to ensure all departments understand and embed
processes, including the gross and net risk scoring
system and gain assurance around the effectiveness of
controls and the robustness of identified planned actions.

6.2

Risk Matrix and
Risk Appetite

18

Senior managers should ensure that innovative and

considered risk taking is fostered within key projects.

8.1

19

Element of risk appetite identification could be tested,
against selected corporate priorities and/or risks.
Partial/pilot risk appetite exercise could be developed to

facilitate this.

24

20

More comprehensive risk appetite exercise could be
undertaken later with perception surveys and/or a

facilitated exercise.

24

21

Review of the risk matrix and scoring criteria would be
beneficial e.g. 4x4 matrix to ensure all practitioners find it
easy to apply.

2.1

Consistency of
Approach

22

Undertake formal debate around consistency of approach
across departments. Would allow for parameters and
exceptions to be identified.

1.3

23

Develop risk management competency assessment and
training programme. Consider further risk identification

(“blank paper”) exercises.

6.2

24

Develop simplified risk guide to complement the

6.2
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Independent Review Recommendations

Handbook.
Reporting and 25 Defined escalation criteria and process should be simple, | 2.3
Escalation clear and understood.
26 Audit & Risk Management Committee could be briefed on | 8.2
top departmental risks alongside the Strategic Risk
Register at periodic intervals.
27 Undertake more consistent and robust approach to 8.3
horizon scanning.
28 Focus of any risk software introduced should be on 41
supporting and enabling risk management.
29 Introduce formal process for escalating key project risks 23
on to Departmental and Strategic Risk Registers.
Risk Management | 30 Monitor and review how effectively they support the risk 71
Groups management process.
31 Revised Handbook / Strategy should incorporate structure | 1.1
of groups, with roles and reporting lines.
32 Consider “critical success factors” within the Groups. 1.1
Reputation Risk 33 Vital that all changes to service delivery are considered in | 8.4
the context of risk appetite.
34 Exercise could be undertaken to identify those risks with 8.5
the potential for reputational impact.
Added Value and | 35 Undertake refresh of strategic and departmental risk 6.3,
Dynamism registers. 8.6
and
8.7
36 Key policies and strategies should contain risk 8.8
management consideration.
37 Include risk management as a standing agenda itemson | 8.9
relevant committee and management meetings.
38 Consider making risk management part of overall 8.10
performance and competency reviews.
39 Undertake assurance mapping exercise to review 8.1
controls.
40 Undertake a review of partnership and supply chain risks | 8.12
Page 50 12




Agenda Item 11

Committee(s): Date(s):
Audit & Risk Management Committee 28™ January 2014
Subject: Public
Internal Audit Satisfaction Review - Update
Report of: For Information
Chamberlain

Summary

This report provides a progress update on the internal audit satisfaction review
reported the September 2013 Committee meeting and the outcome of further Chief
Officer engagement meetings that occurred in December 2013 and January 2014.
Over the last two months, structured customer interviews led by the Business
Support Director have been held with four more Chief Officers and one senior
manager (City Bridge Trust - Chief Grants Officer) to provide strategic feedback on
the satisfaction with the internal audit function. The feedback from Chief Officers
and senior managers continues to be positive.

Some further ideas, were identified from these more recent discussions to enhance
further the value added by the internal audit function through actively promoting the
full scope of the internal audit service, particularly in providing advice and guidance
when new processes and systems are implemented, scheduling a review of the
internal audit assurance definitions and recommendation categories in 2014/15,
following the completion of the risk management strategy and providing summaries
of internal audit work to the Monitoring Officer ( Comptroller and City Solicitor) to
support him in his statutory role.

A risk, audit and fraud focused session was held with the full Chief Officers group on
the 4™ December. This session was primarily focused on a review of the strategic
risk register, however it did also provide an opportunity to promote the work of
internal audit, and highlight thematic internal control issues arising from audit and
investigation work, so that Chief Officers can seek assurances that similar risk and
control issues are not present in their own departments.

Internal audit is regularly attending Departmental Management Team (DMT)s within
the Chamberlain’s and Community and Children’s Services Departments and has
also recently attended HR Management Team, and Comptroller and City Solicitors
Management Teams. Agreement has also been reached to attend City Surveyor's
and Markets and Consumer Protection DMTs. Some Chief Officer’'s preference it to
have direct meetings with internal audit without the full presence of their
management team, or with a smaller set of officers.

Recommendation

Members are asked to note the report.
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Main Report

Background

The Audit and Risk Management Committee requested that there be a wider
review of Customer Satisfaction with the internal audit function.

The Audit and Risk Management Committee requested a wider review of the
level of Customer Satisfaction with the services provided by the Internal Audit
Service. This review being aimed at supplementing the post-audit
questionnaires (PAQs) which are routinely issued at the end of each piece of
work. The outcome from the first round of interviews with Chief Officers was
reported to the Audit and Risk Management Committee at the September
meeting, including some actions identified to improve the service.

This report provides an update on the steps taken since that report, and the
outcome of further Chief Officer engagement meetings that occurred in
December 2013 and January 2014.

Customer Satisfaction Review

4.

Over the last two months, structured customer interviews led by the Business
Support Director have been held with four more Chief Officers and one senior
manager to provide strategic feedback on the satisfaction with the internal
audit function as follows:-

° Director of Community and Children Services
o Director of Markets and Consumer Protection
) Director of Corporate HR

. Comptroller and City Solicitor

. Chief Grants Officer
The feedback questions focused on the following areas:

o Usefulness and most important aspects of internal audit to Chief Officers;
Chief Officer awareness of lead audit manager for their Department;

e Availability and provision of forward audit plan information and Chief
Officer input to the development of internal audit plans;

¢ Audit Plan coverage and extent that it covers areas of risk/concerns that
Chief Officers have;

o Clarity of internal audit reports and practicality of audit recommendations;
Extent that Chief Officers are aware and use internal audit for advice and
guidance on risk and control issues;

e Skills and expertise that Chief Officers are seeking from the internal audit
function;

o Assessment of auditor professionalism;

e Review of internal audit function Key Performance Indicators; and

e Identification of improvement areas for internal audit.

Page 52



Feedback from our Clients

6.

The feedback from Chief Officers and senior managers continues to be
generally positive, recognising the shift in the internal audit approach over the
last three years from a service predominantly focused on financial regularity to
a service which gives broader assurance about both financial and non-
financial controls and adds value to decision making.

Some further ideas, were identified from these more recent discussions to
enhance further the value added by the internal audit function as follows:-

° Continuing the promote the full scope of the internal audit role with
Chief Officers and Senior Managers within Departments, particularly in
providing advice and guidance, when new processes and systems are
implemented, as this is a role that internal audit can perform, which
Chief Officers were not sometimes aware of, or utilising.

° Scheduling a review of the internal audit assurance definitions and
recommendation categories in 2014/15, following the completion of the
development, agreement and roll-out of the new risk management
strategy and risk scoring matrices.

° Providing summaries of internal audit work to the Monitoring Officer (
Comptroller and City Solicitor) to support him in his statutory role.

These meetings also confirmed a growing appetite and acceptance of internal
audit as a useful tool and source of assurance to Chief Officers as to the
design and effectiveness of their systems of risk and governance.

Update on actions identified from previous report.

9.

The following actions were identified during the summer of 2013. Below is an
update of progress against each item.

Action 1 - Some promotion material will be developed for use by internal
audit function staff to promote the full scope of internal audit work to
Departmental Management Teams;

Update - The Audit Charter which was agreed by the Audit and Risk
Management Committee at the October 2013 meeting, has been circulated to
Chief Officers and is being used as the basis for promoting the service. A
separate short pamphlet is currently in development, and further consideration
is being given to developing a distinct branding for the service.

Action 2 - Periodic attendance of the Head of Audit or lead Audit
Managers at the more significant Departmental Management Teams will
be arranged, where this is not already in place;

Update - Internal audit is regularly attending DMT’s within the Chamberlain’s
Department and Departmental of Community and Children Services. It has
also recently attended HR and Comptroller and City Solicitors Management
Teams. Agreement has also been reached to attend City Surveyor’s and
Market’'s and Consumer Protection Management Teams. Some Chief Officers
preference it to have direct meetings with internal audit without the full
presence of their management team, or with a smaller set of officers. As a
minimum, internal audit will seek to engage at least bi-annually with each
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Chief Officer to review forthcoming audit plans, and review the delivery of
audit plans with Chief Officers mid-year.

Action 3 - Recruitment of new audit staff (there is one current vacancy
and a pending retirement in the near future) and development plans for
existing audit staff will place more emphasis on the ability to develop
strong business relationships through the use of good interpersonal
skills;

Update - Recruitment criteria, job description and person specification were
updated for the senior auditor recruitment, with two senior auditors
successfully recruited in the Autumn. Lead Audit Manager responsibilities
have been reviewed so there is a better spread of Department clients
responsibilities for 2014/15.

Action 4 - Development of greater thematic reporting of risk and control
issues arising from routine audit and investigation work to Chief
Officers.

Update - A risk, audit and fraud focused se